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CLE Topics and Presenter 
 
This CLE presentation is on the topic of role of cybercrime in the realm of intellectual property. 
The course will cover the basic overview of cybercrime in intellectual property and familiarize 
attorneys with the common types of cybercrime committed regarding certain types of intellectual 
property. Statutes and case law references are in the course materials.  The presentation is 
approximately 45 minutes in duration and will allow time for discussion. 
 
The presenter for this course is Peter N. Fowler, Senior Counsel for Enforcement, Office of 
Policy and International Affairs, United States Patent and Trademark Office.  Mr. Fowler has 
been a senior attorney at the USPTO since 1995, providing policy analysis and advice and global 
training and capacity-building on the topics of intellectual property and enforcement matters.  
Mr. Fowler previously worked as an Attorney-Advisor on domestic and international copyright 
issues, facilitated the Conference on Fair Use, worked on the WIPO Internet Treaties and the 
Digital Millennium Copyright Act, served two stints as the Acting Deputy Administrator for 
External Affairs, as the agency’s Chief of Staff, as a Senior Advisor to the Under Secretary and 
Director, and as the Regional Intellectual Property Attaché for Southeast Asia based in Bangkok, 
Thailand, from 2011-2017. 
 
Cybercrime and Intellectual Property Overview 

 
Cybercrimes involves using a computer and a network via the internet to crimes as defined by 
various statutes.  Cybercrimes relating to intellectual property can be committed using various 
computer based devices and often involves various types of software or code. The criminal using 
computer technology and networking to intentionally, illegally and without permission, obtain, 
replicate, trade, or counterfeit types of intellectual property.  
 
The rise of technological innovation increases the digital platform offenders have to commit 
crimes. Currently, intellectual property is a large part of both the domestic and global trade 
markets, thus making IP susceptible to the illegal acts of cybercriminals. Theft of Intellectual 
Property causes loss of profits, loss of jobs, loss of tax revenue and reduction in legitimate 
economies. 
 
The risk to public safety is also a major concern as theft of trade secrets for the benefit of a 
foreign government creates a national security risk.  
Possible strategies and efforts to combat cybercrime in intellectual property will conclude the 
presentation.  
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References: 
 

• The Department of Justice handles all cybercrime involving intellectual property in the 
United States.  A special unit called Computer Crime and Intellectual Property Section 
(CCIPS).  See https://www.justice.gov/criminal-ccips. 

 
• References to some of the statutes used in cybercrime involving intellectual property are 

in the statutory manual “Prosecuting Computer Crimes,” used by the U.S. Department of 
Justice and published by the Office of Legal Education Executive Office for United 
States Attorneys.  
 
See https://www.justice.gov/sites/default/files/criminal-
ccips/legacy/2015/01/14/ccmanual.pdf. 

 
• Other references the statutes used in cybercrime involving intellectual property are in the 

“Cybercrime Laws of the United States.” 
 
See https://www.oas.org/juridico/spanish/us_cyb_laws.pdf. 

https://www.justice.gov/criminal-ccips
https://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/01/14/ccmanual.pdf
https://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/01/14/ccmanual.pdf
https://www.oas.org/juridico/spanish/us_cyb_laws.pdf
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• The IP Commission:  The commission on the theft of American Intellectual Property. 

  
http://www.ipcommission.org/report/ip_commission_2019_review_of_progress_and_upd
ated_recommendations.pdf. 
 
http://www.ipcommission.org/report/IP_Commission_Report_Update_2017.pdf. 

 
• James Lewis. 2018. Economic Impact of Cybercrime No Slowing Down. California: 

McAfee and CSIS.  
 

• United States of America, v. Sinovel, Wind Group Co., LTD., et al. 2017 WL 10605236 
(W. D. Wis.) Criminal case No. 13-cr-84-jdp.  

 
• Frontier Economics, The Economic Impacts of Counterfeiting and Piracy, 2017.  

https://www.inta.org/communications/documents/2017_frontier_report.pdf. 
 

• Department of Justice Report to Congress Pursuant to the Defend Trade Secrets Act 
https://www.justice.gov/iptf/page/file/1101901/download 

 
 

http://www.ipcommission.org/report/ip_commission_2019_review_of_progress_and_updated_recommendations.pdf
http://www.ipcommission.org/report/ip_commission_2019_review_of_progress_and_updated_recommendations.pdf
http://www.ipcommission.org/report/IP_Commission_Report_Update_2017.pdf
https://www.inta.org/communications/documents/2017_frontier_report.pdf
https://www.justice.gov/iptf/page/file/1101901/download
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